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Takethe security of your ASP.NET Web API to the next level using some of
the most amazing security techniques around

About This Book

¢ Thisbook has been completely updated for ASP.NET Web APl 2.0
including the new features of ASP.NET Web API such as Cross-Origin
Resource Sharing (CORS) and OWIN self-hosting

¢ Learn various techniques to secure ASP.NET Web API, including basic
authentication using authentication filters, forms, Windows
Authentication, external authentication services, and integrating
ASP.NET's Identity system

¢ An easy-to-follow guide to enable SSL, prevent Cross-Site Request
Forgery (CSRF) attacks, and enable CORS in ASP.NET Web API

Who ThisBook |sFor

This book isintended for anyone who has previous knowledge of developing
ASP.NET Web API applications. Good working knowledge and experience with
C# and.NET Framework are prerequisites for this book.

What You Will Learn

e Secure your web API by enabling Secured Socket Layer (SSL)

* Manage your application’s user accounts by integrating ASP.NET's
| dentity system

¢ Ensure the security of your web API by implementing basic authentication

¢ Implement forms and Windows authentication to secure your web API

e Use externa authentication such as Facebook and Twitter to authenticate a
request to aweb API

o Protect your web API from CSRF attacks

e Enable CORS in your web API to explicitly allow some cross-origin
regquests while rejecting others

o Fortify your web API using OAuth2
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In Detall

This book incorporates the new features of ASP.NET Web API 2 that will help
you to secure an ASP.NET Web API and make awell-informed decision when
choosing the right security mechanism for your security requirements.

We start by showing you how to set up abrowser client to utilize ASP.NET Web
API services. We then cover ASP.NET Web API's security architecture,
authentication, and authorization to help you secure aweb API from
unauthorized users. Next, you will learn how to use SSL with ASP.NET Web
API, including using SSL client certificates, and integrate the ASP.NET Identity
system with ASP.NET Web API.

WEe'll show you how to secure aweb API using OAuth2 to authenticate against a
membership database using OWIN middieware. Y ou will be able to use local
logins to send authenticated requests using OAuth2. We also explain how to
secure aweb API using forms authentication and how users can log in with their
Windows credentials using integrated Windows authentication. Y ou will come to
understand the need for external authentication services to enable OAuth/Openli D
and social media authentication. We'll then help you implement anti-Cross-Site
Request Forgery (CSRF) measuresin ASP.NET Web API.

Finally, you will discover how to enable Cross-Origin Resource Sharing (CORS)
in your web API application.

Style and approach

Each chapter is dedicated to a specific security technigue, in a task-based and
easy-to-follow way. Most of the chapters are accompanied with source code that
demonstrates the step-by-step guidelines of implementing the technique, and
includes an explanation of how each technique works.
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About This Book

e Thisbook has been completely updated for ASP.NET Web API 2.0 including the new features of
ASP.NET Web API such as Cross-Origin Resource Sharing (CORS) and OWIN self-hosting

¢ Learn various techniques to secure ASP.NET Web AP, including basic authentication using
authentication filters, forms, Windows Authentication, external authentication services, and
integrating ASP.NET's I dentity system

¢ An easy-to-follow guide to enable SSL, prevent Cross-Site Request Forgery (CSRF) attacks, and
enable CORSin ASP.NET Web API

Who ThisBook IsFor

This book isintended for anyone who has previous knowledge of developing ASP.NET Web API
applications. Good working knowledge and experience with C# and.NET Framework are prerequisites for
this book.

What You Will Learn

e Secure your web API by enabling Secured Socket Layer (SSL)

* Manage your application's user accounts by integrating ASP.NET's I dentity system

o Ensure the security of your web API by implementing basic authentication

¢ Implement forms and Windows authentication to secure your web AP

¢ Use external authentication such as Facebook and Twitter to authenticate a request to aweb API

o Protect your web API from CSRF attacks

e Enable CORS in your web API to explicitly allow some cross-origin requests while rejecting others
o Fortify your web APl using OAuth2

|n Detail

This book incorporates the new features of ASP.NET Web API 2 that will help you to secure an ASP.NET
Web API and make a well-informed decision when choosing the right security mechanism for your security
requirements.

We start by showing you how to set up a browser client to utilize ASP.NET Web API services. We then
cover ASP.NET Web API's security architecture, authentication, and authorization to help you secure aweb
API from unauthorized users. Next, you will learn how to use SSL with ASP.NET Web AP, including using
SSL client certificates, and integrate the ASP.NET Identity system with ASP.NET Web API.

We'll show you how to secure aweb API using OAuth2 to authenticate against a membership database using



OWIN middleware. Y ou will be ableto use local logins to send authenticated requests using OAuth2. We
also explain how to secure aweb API using forms authentication and how users can log in with their
Windows credentials using integrated Windows authentication. Y ou will come to understand the need for
external authentication services to enable OA uth/Openl D and social media authentication. We'll then help
you implement anti-Cross-Site Request Forgery (CSRF) measuresin ASP.NET Web API.

Finally, you will discover how to enable Cross-Origin Resource Sharing (CORS) in your web API
application.

Style and approach

Each chapter is dedicated to a specific security technique, in atask-based and easy-to-follow way. Most of
the chapters are accompanied with source code that demonstrates the step-by-step guidelines of
implementing the technique, and includes an explanation of how each technique works.
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Editorial Review
About the Author
Rajesh Gunasundaram

Rajesh Gunasundaram is a software architect, technical writer and blogger. He has over 13 years of
experiencein the I'T industry, with more than 10 years using Microsoft's .NET and 2 years of using BizTalk
Server, and ayear of i0S application development. Rajesh is afounder and an editor of technical blogs:
www.programmerguide.net and www.ioscorner.com. Y ou can find many of his technical writingson .NET
and iOS. Rgjesh holds a master's degree in computer application and began his career as a software engineer
in the year 2002. He has worked on client premises |ocated in various countries, such as the UK, Belarus,
and Norway. He is also experienced in devel oping mobile applications for iPhone and iPad. His technical
strengths include Objective-C, C#, ASP.NET MVC, Web API, WCF, .Net Framework 4.5, AngularJS,
BizTak, SQL Server, REST, SOA, design patterns, and software architecture.

Users Review
From reader reviews:
Desiree Thorne;

Within other case, little persons like to read book ASP.NET Web API Security Essentials. Y ou can choose
the best book if you'd prefer reading a book. Provided that we know about how isimportant a new book
ASP.NET Web API Security Essentials. Y ou can add know-how and of course you can around the world by
way of abook. Absolutely right, because from book you can realize everything! From your country until
finally foreign or abroad you can be known. About simple matter until wonderful thing you are able to know
that. In this era, we are able to open abook or even searching by internet product. It is called e-book. Y ou
should use it when you feel weary to go to the library. Let's go through.

Kevin Burkes:

What do you with regards to book? It is not important along? Or just adding material when you want
something to explain what you problem? How about your free time? Or are you busy particular person? If
you don't have spare time to do others business, it is gives you the sense of being bored faster. And you have
freetime? What did you do? Every person has many questions above. They have to answer that question
mainly because just their can do that will. It said that about publication. Book isfamiliar in each person. Yes,
it is proper. Because start from on kindergarten until university need this specific ASP.NET Web API
Security Essentials to read.

Judy Marinez:

ASP.NET Web API Security Essentials can be one of your beginning books that are good idea. All of us
recommend that straight away because this publication has good vocabulary which could increase your
knowledge in vocab, easy to understand, bit entertaining but delivering the information. The writer giving



his/her effort to place every word into satisfaction arrangement in writing ASP.NET Web API Security
Essentials but doesn't forget the main place, giving the reader the hottest in addition to based confirm
resource facts that maybe you can be considered one of it. This great information can drawn you into brand-
new stage of crucial thinking.

Terry Speller:

Some peopl e said that they feel uninterested when they reading a e-book. They are directly felt that when
they get a half areas of the book. Y ou can choose often the book ASP.NET Web API Security Essentials to
make your personal reading isinteresting. Y our own skill of reading talent is devel oping when you such as
reading. Try to choose simple book to make you enjoy to study it and mingle the sensation about book and
studying especially. It isto beinitially opinion for you to like to open a book and go through it. Beside that
the guide ASP.NET Web API Security Essentials can to be a newly purchased friend when you're truly feel
alone and confuse in doing what must you're doing of thistime.
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